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Abstract—In emerging nanotechnologies, reliable computation
will have to be carried out with unreliable components being
integral parts of computing systems. One promising scheme for
designing these systems is von Neumann’s multiplexing technique. Using bifurcation theory and its associated geometrical
representation, we have studied a NAND-multiplexing system
recently proposed. The behavior of the system is characterized
by the stationary distribution of a Markov chain, which is unior bi-modal, when the error probability of NAND gates is larger
or smaller than the threshold value, respectively. The two modes
and the median of the stationary distribution are the keys to the
characterization of the system reliability. Examples of potential
future nanochips are used to illustrate how the NAND-multiplexing
technique can lead to high system reliability in spite of large gate
error probability while keeping the cost of redundancy moderate.
In nanoelectronic systems, while permanent defects can be taken
care of by reconfiguration, probabilistic computation schemes can
incorporate another level of redundancy so that high tolerance
of transient errors may be achieved. The Markov chain model
is shown to be a powerful tool for the analysis of multiplexed
nanoelectronic systems.
Index Terms—Fault tolerance, Markov
multiplexing, probabilistic computation.
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I. INTRODUCTION

I

T HAS been widely recognized that novel nanoelectronic devices such as carbon nanotubes and molecular switches are
bound to have high manufacturing defect rates due to the stochastic nature of the bottom-up physical and chemical self-assembly processes. Dimension scaling of CMOS devices into
the nanoscale regime imposes similar problems. For example,
transistor and interconnect parametric variations, leakage currents and power dissipation will cause a large number of functional faults, permanent and transient, in device and circuit operation [1]. Thus, we are inevitably faced with the question of
how to build reliable systems out of unreliable components. To
tackle this problem, several fault-tolerant techniques based on
redundancy have been investigated for nanocomputers recently
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Fig. 1.
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multiplexing unit (redrawn from [5]).

[2]–[4]. The three strategies that have received most attention
are reconfigurable computer architectures, -modular redundancy ( being an odd number not smaller than three) and its
cascaded version, and schemes based on von Neumann’s multiplexing technique. The former two techniques have traditionally been used for microsystems, where device failure rate is
typically 10 to 10 . However, with these techniques alone,
high fault-tolerance is hard to achieve for nanocomputers that
are anticipated to have a device density of 10 per chip and
faulty components pervasive in space and time. Thus, the classic
von Neumann multiplexing technique, which essentially treats
faulty components as an integral part of the system, has received
a revival.
Mathematically, the problem of reliable computation with unreliable components can be termed “probabilistic computation,”
which was initiated by von Neumann almost 50 years ago [5].
The prototypical scheme proposed by von Neumann is called
multiplexing, in which automata are built upon one type of faulty
universal gates such as the NAND gate and the three-input majority gate. Take NAND multiplexing as an example, multiplexing
refers to the construction shown in Fig. 1. A NAND multiplexing
unit is comprised of a randomizing unit and copies of NAND
gates each failing (flipping the output bit value) with probability
( will be referred to as gate error probability hereon). The
NAND multiplexing unit takes two bundles of
wires as inputs
wires as the output. Through a
and generates a bundle of
random permutation by the “randomizing unit,” the inputs in one
bundle are randomly paired with those from the other bundle
to form input pairs to the duplicated NAND gates. In systems
based on this construction, each signal is carried on a bundle of
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Fig. 2. Multistage NAND multiplexing system. Each “computation node” in the system consists of three NAND multiplexing units shown in Fig. 1. The executive
unit does logic computation and two NAND multiplexing units act as a “restorative unit” (redrawn from [5]).

wires instead of a single wire and every logic computation is
done by duplicated gates simultaneously. The logic state “1”
or “0” is decided for a bundle when its “excitation level,” i.e., the
fraction of excited wires, is above or below a preset threshold. In
a multiplexed system, each “computation node” is comprised of
three such multiplexing units connected in series, as illustrated
by Fig. 2. The “executive” unit carries out logic computation
and the “restorative” unit (comprised of two NAND multiplexing
units) restores the excitation level of the output bundle of the
“executive” unit to its nominal level. von Neumann has stated
that if is sufficiently small, computation by such constructions
can always be done with arbitrarily high reliability by increasing
the bundle size . However, modeling at the system level was
lacking and two fundamental questions remain, which are:
1) How does the system behavior depend on the individual
faulty components? and 2) What are the mathematical frameworks to study such multiplexing schemes in general based on
von Neumann’s prototype?
Consideration of the first question leads one to study the maximum tolerable gate error probability (we shall refer to as the
gate error threshold hereon) for universal gates. Much work has
been done along this line [6]–[9]. The error threshold values are
significant in that they define the valid working region for “probabilistic logics,” beyond which no reliable computation is ever possible. When modeling multiplexing schemes for practical system
design, these threshold values are important factors to consider.
To tackle the second question, recently, Han and Jonker have
made a significant step forward [10]–[12]. Inspired by von Neumann’s multiplexing scheme, they have proposed a Markovchain-based model for a system architecture consisting of chains
of parallel NAND multiplexing units. This modeling approach
takes into account the stochasticity of the excitation levels of the
input bundles while von Neumann assumed deterministic values
for these quantities. Han and Jonker’s approach has been further
extended by Sadek et al. [13], where the stochasticity of the gate
error probability is considered. These works have shown that: 1)
by retaining parallelism throughout the network, the redundancy
needed to achieve high system reliability is significantly reduced
and 2) the Markov-chain model may be a powerful mathematical framework for the analysis of such multiplexing schemes.
Their works have also stimulated several questions. A few of
those are as follows.
1) What impact does the error threshold value for the NAND
gate have on the behavior of the system, especially in

terms of the reliability of the scheme? Han and Jonker
have observed that the NAND multiplexing scheme hardly
works when exceeds a certain threshold value, which is
quite close to that obtained by Evans and Pippenger [9].
Through a different network setting, Sadek et al. have obtained a threshold value originally stated by von Neumann
[5], [13].
2) Does the Markov chain have a single stationary distribution, or does its stationary distribution only exist for odd
(or even) stage numbers? Han and Jonker have suspected
the latter. This scenario is particularly appealing since the
logic outputs of a cascade of NAND gates flip from one
stage to the next.
3) How may one characterize and evaluate the reliability of
the system?
In order to answer the questions above, in this paper, we have
carried out a thorough analysis of the transient and stationary
behavior of the Markov chain model by Han and Jonker. The
stationary distribution is essential in that it captures the behavior
of very large systems within which computations typically proceed with a large number of steps. We have observed two distinct types of stationary distributions, uni-modal and bi-modal,
depending on whether the gate error probability is larger or
smaller than the threshold value. The uni-modal distribution
does not allow one to distinguish between the two states “0” and
“1,” thus it indicates a state of irrelevance. The bi-modal distribution, on the contrary, naturally defines the two states “0” and
“1” by the two modes. We shall show below that the bi-modal
distribution is also the key to characterize the reliability of the
system. We note that, although we have focused on the scheme
by Han and Jonker, our basic findings can help understand the
more general scheme by Sadek et al.
This paper is organized as follows. In Section II, we analyze
the situation when individual two-input NAND gates fail to work.
In particular, we shall introduce a geometrical interpretation inspired by bifurcation theory. In Section III, we study the transient and stationary behavior of the Markov chain. We will show
that bifurcation analysis is especially useful in this regard. We
discuss how we may characterize and evaluate system reliability
in Section IV. In Section V, we discuss the potential applications
of this framework to the design of fault tolerant nanoelectronic
systems. Section VI concludes this paper and discusses other
analysis approaches to multiplexing schemes and potential hybrid schemes based on multiplexing and reconfiguration.
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Schematic of a full binary tree whose nodes are faulty two-input NAND gates with gate error probability .

II. BIFURCATION ANALYSIS OF INDIVIDUAL
TWO-INPUT NAND GATES

. For such a construction, (1) reduces to a simple iterative
by
equation (or map [14])

In order to gain understanding of the system dynamics of
probabilistic logics and the associated concept of reliable computation, here, we focus on the operation of individual two-input
faulty NAND gates in a binary tree of cascaded NAND gates. In
the analysis that follows, we shall assume that the NAND gates
make a von Neumann error (bit-flip) with probability while
the input and output lines function reliably. Using bifurcation
analysis [14], [15], we have re-derived the error threshold value
, which was previfor two-input NAND gates
ously obtained by Evans and Pippenger [9] through a more involved information theoretic approach. This threshold value reveals two parametric intervals of where reliable computation
by noisy gates can or cannot proceed, which is in accordance
with previous research along this line. In particular, the bifurcation diagram offers a geometrical view to interpret the distinct
system dynamics in these two intervals.
Let us analyze an individual two-input NAND gate in the NAND
multiplexing unit. Note that, for such probabilistic logics, we
are only concerned with the probability of an input or output
being in the conventional logic state of “1” or “0.” Thus, all
signals in a circuit built upon such noisy gates are interpreted
as probabilities [5], [6], [9]. Let us denote the probabilities of
and and further assume that
the two inputs being “1” by
the two inputs are independent. The probability of the output
being “1” is

(1)
As detailed in [15], the worst case scenario in terms of comin (1). Let us study
putation reliability occurs when
this case by constructing a full binary tree of faulty NAND gates,
as shown in Fig. 3. In the analysis that follows, we assume that
this circuit is a discrete time system. The leaves and root of the
tree correspond to the start and end points of the computation,
respectively. Assume that all inputs to the leaf NAND gates are
independent and have equal probabilities of being “1,” which we
shall denote by . The circuit structure then guarantees that the
inputs to all gates at an arbitrary stage are also independent
and have equal probabilities of being “1,” which we shall denote

(2)
In order to find out how the signal propagation in this circuit
depends on the gate error probability , we carry out a bifurca, we choose an artion analysis of (2). For each
and generate a sequence
bitrary initial condition
by iterating (2) until convergence to attractors is
observed. Those attractors for the
sequence are then plotted
against each [14], [15]. This leads to the bifurcation diagram
. This diagram reveals that a period-douin Fig. 4
.
bling bifurcation occurs at
The bifurcation point divides the diagram into two regions,
and 2)
. Analytically,
which are: 1)
we are able to explain the distinct system behavior through sta.
bility analysis of the fixed points for the map
By solving the equation
, one obtains
(3)
where
is the fixed point solution for the interval
. The system behavior changes as a result of the change of
stability of
in regions 1) and 2) mentioned above. In region
1),
, implying that successive values of
differ from
by an
. Thus, is a stable fixed
amount that tends to zeros as
point. In region 2), since
turns unstable (see
[15] for more details). From Fig. 4, we further observe that in
region 2), the system exhibits a period-2 oscillation. These two
and
in
points on the limit cycle have been labeled by
Fig. 4. The period-2 oscillation is described by
and
[15], from which one obtains
(4)
(5)
To carry out computation, one has to map each probability to
a logic state. A simple scheme is to set a threshold at
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gates can no longer compute reliably under any circumstances,
hence, the system built from these faulty gates is bound to break
down. In fact, the error threshold value must show up at system
level too, albeit in a form that depends on the particular system
architecture. We further surmise that other important features of
the basic bifurcation diagram such as the fixed point , the two
, and
should also manifest themselves in
periodic points
a system that falls into the framework of probabilistic computation. We shall make these arguments more concrete shortly.
III. MARKOV-CHAIN ANALYSIS OF THE NAND
MULTIPLEXING SYSTEM

Fig. 4.

Bifurcation diagram for the faulty two-input NAND gate.

so that any probability falling in the interval
is assigned
to logic “0” while that falling in
is assigned to logic “1.”
This scheme is attractive because it is symmetric for both states
“0” and “1.” For such a scheme to work, it is implicitly assumed
leads to an output in the
that any input in the interval
interval
according to (2), and vice versa. However, this
is not true. In fact, by (2), one can readily prove that any input
produces an output in the interval
,
in the interval
, an input in
and vice versa. This means that if we set
the interval
, which is interpreted as state “1,” produces
, which is also assigned to
an output in the interval
state “1.” This indicates the NAND gate does not work at all in
. In principle, this could be tolerated by
the interval
requiring that the interval
not be used for computation. However, when this is the case, this simple scheme is no
longer symmetric for states “0” and “1.” Thus, it is better to set
. In fact, such a choice was adopted by Evans and Pippenger [9].
Below, we shall interpret
as state “0” and
as
is the parameter
state “1.” Now it is easy to see that
, the outinterval where the NAND gate functions. When
puts converge to the stable fixed point regardless of what the
initial inputs are. In this case, “1” or “0” cannot be decided for
the outputs, which corresponds to a state of irrelevance [5]. In
this region, the gate no longer functions as a NAND gate.
It is interesting to compare Fig. 4 with [13, Fig. 10], from
which an error threshold
is derived. Reference
[13, Fig. 10] was determined by four equations, with the first
three equivalent to our (2) and the fourth describing an inverter.
Based on Fig. 4, it is clear that the consecutive use of (2) makes
, the output of the NAND tree, converge to either
or
.
The relation imposed by the inverter after every three iterations
. This is only possible when
of (2) requires that
is very close to zero, which is the fundamental reason that
the error threshold value obtained in [13] is much smaller than
.
Before proceeding, we emphasize that as the gate error probability exceeds the threshold value , the individual NAND

Here, we shall first briefly revisit the Markov-chain model
proposed by Han and Jonker [10]. We shall show that the
input–output relation of each stage in the multistage multiplexing system can be described by a homogeneous transition
matrix and the associated Markov chain characterizes signal
propagation in the system. The outputs of such a multistage
system (with a very large number of stages) always converge
. The characteristics of the
to one stationary distribution
stationary distribution, transient distributions, and associated
speed of convergence collectively determine the system dynamics, with the stationary distribution playing the essential
role. Through numerical simulation, we have found a dependence of system dynamics on gate error probability analogous
to that in the case of the binary tree of NAND gates considered
is bi-modal,
in Section II. For the interval
. Only
while it is uni-modal for the interval
the bi-modal case is of practical interest since the two modes
correspond to the logic states “0” and “1,” while a uni-modal
distribution only indicates a state of irrelevance. The relevance
is
of the bifurcation analysis is apparent from the fact that
always the median of
and the two points on the bifurcation
and
, which defines a period-2 oscillation, are
diagram
where the two modes of the bi-modal stationary distribution
is further
center around. For a fixed , the specific shape of
determined by the bundle size . In the bi-modal case,
can be roughly approximated by two normal distributions with
and
and variances close to
means
and
. With increasing bundle
size, the normal approximations become more accurate and
system reliability (as formally characterized and analyzed in
Section IV) is improved.
A. Markov-Chain Model for the NAND Multiplexing System
Consider the NAND multiplexing unit in Fig. 1. Let us denote
the number of excited wires in a bundle of size by a random
variable and call
the bundle’s excitation level. Assume
that each wire in the bundle has a probability of to be excited.
follows a binomial distribution with parameters
Obviously
and as follows:
(6)
The mean and variance of
are
and
. The
is a normalized version of
with mean
excitation level
value . According to the central limit theorem, when is fixed
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and the bundle size is very large, the distribution for can
[10] as follows:
be approximated by a normal distribution

(7)
The model used by Han and Jonker [10] to study a multistage NAND multiplexing system is as follows. The number of
stimulated wires in an output bundle of size is described by
, where is the stage
a stochastic process
number,
is the state of the process
at stage , and
. The relation between the input
and output distributions of each multiplexing unit (also referred
to as stage) is described by a first-order Markov chain

(8)
The probability transition matrix

.
the left eigenvector of associated with the eigenvalue
Thus, the stationary distribution is determined by the transition
matrix only and does not depend on the initial distribution .
Similarly, it is also convenient to analyze the transient behavior by performing eigendecomposition of the transition ma[16].
trix . A usual way is to use spectral representation for
In [15], we introduce an equivalent, but simpler approach, which
as a linear combination of the eigenessentially represents
vectors of the transition matrix as follows:

where and
are distinct eigenvalues and the associated left
eigenvectors of . The speed at which the transients die out
(or at all) depends on the magnitudes of the eigenvalues. The
converges to .
smaller the magnitudes are, the faster

is given by
B. Numerical Evaluation

..
.

The matrix element
ability

..
.

(9)

is the conditional prob. According to (6),
where
(10)

In (10), it has been assumed that the two inputs to each gate are
independent and identically distributed. We find that
(onestep transition matrix) is essentially determined by and . Let
be the initial input distribution
of the Markov chain, then the output distribution at the th stage
is

1) Stationary Distribution: Noticing that the transition matrix is determined by gate error probability and bundle size
, we proceed to analyze the dependence of the stationary distribution
on and .
Through numerical evaluation of , we find that is the key
parameter that determines the shape of . When is smaller
is bi-modal, and when exceeds
than the threshold value
turns into a uni-modal curve. From Fig. 5, we clearly see
from a bi- to uni-modal when we inthe transformation of
as the “bifurcrease from 0.03 to 0.1, with
cation” point.
We have shown in Fig. 6 a few stationary distributions for
different values of and bundle sizes , where the abscissa
is the bundle excitation level and the ordinate
is
the probability that a portion of
wires in the bundle are
excited. It turns out that for both bi- and uni-modal curves,
is the median of the distribution

(11)

(14)

The limiting probability distribution
(12)
is called the stationary distribution. It satisfies

Further, we find that all the bi-modal curves peak around
and
with as the point separating the two “features” of the stationary distribution. By segmenting the stationary distribution
asunder, we obtain two curves,
and
,
from
and . In vector form, they are given by
centering around

(13)
Apparently and are discrete with points. Equations (12)
and (13) suggest that there are two ways to compute a stationary
distribution when it exists. The first approach is to compute the
th-step probability vector
and find the limit in (12). To do
this, we need to assume an arbitrary initial distribution
and
perform matrix multiplication. A more direct approach is to deby eigenanalysis as (13) suggests that
is actually
termine

and

When
is large,
and
are approximately normally
distributed and we speculate that the “effective lengths” for
,
and
are close to
and
, while
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Fig. 5. Stationary distributions ~
 (k ) for the Markov chain with different gate error probability . For 0 <  <  = (3
7=4) = 0:08856 . . . ; ~
 (k ) is
 (k ) is uni-modal. N is the bundle size and k is the number of “excited” wires. Note that each ~
bi-modal. For  >  ; ~
 “curve” represents a discrete probability
mass function with N points. Thus, it should not be mistaken as continuous as it visually appears. This is also true for Figs. 6 and 7.

Fig. 6. Stationary distributions for: (a) N = 100;  = 0:05, (b) N = 1000;  = 0:05, (c) N = 100;  = 0:1, and (d) N = 1000;  = 0:1. x is the median of
~
 (k ). The two modes of the bi-modal stationary distributions peak around x and x .

the variances for
and
, and
, are proportional
and
.
to
Through numerical simulation of the stationary distribuand bundle sizes
tions for a gate error probability
and
, we find that
and
gives good results
the Gaussian approximation of
(e.g., for
). It is reasonable to expect
when

, the peaks will become impulses at
that when
and
.
We conclude from the analysis above that beginning from
an arbitrary initial distribution, the outputs of the system modeled as a Markov chain eventually approaches one stationary
distribution. This is somehow contrary to our intuition that, for
odd and even stages, the output might assume two different sta-
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Fig. 7. Transient distributions ~
 . N = 100; stage number = n; ~
 (i) = 0 for i = 0; 1; . . . ; 0:9N
(a)–(c)  = 0:05. (d)–(f)  = 0:1.

tionary distributions representing two logic states “1” and “0.”
, the logic
Further more, it is interesting to note that when
states “1” and “0” are symmetric in the sense that the probabilities contained by the two modes of the bi-modal stationary distribution are equal according to (14). How every Markov chain
with arbitrary finally converges to one stationary distribution
and how the symmetry between “1” and “0” states is achieved
will become clearer through transient analysis in
when
Section III-B.2.
2) Transient Analysis: The stationary distribution analysis
reveals the nature of the system as a Markov chain and its longterm behavior. However, in digital computers, the logical depth
of a functional block in a microprocessor is usually on the order
of ten, thus, we are motivated to investigate the transient behavior of the NAND multiplexing system. In [17, Figs. 3 and 4],
the output distributions after one computation node are shown
for multiplexing schemes with one and four restorative units,
respectively. A trend can be observed that the smaller the gate
error probability is, the closer the one-step output distribution is
to the nominal logic mode. To understand how the output distribution evolves after going through more than a few stages, let
us analyze the transient behavior of the system for the following
two cases:
Case 1)
Case 2)

.
.

To do this, we evaluate the output distributions at two consecutive stages (with the stage number denoted by ) using
(11). The input bundle is chosen such that exactly a fraction
of 90% wires are excited. Thus, the initial distribution is

0 1; 0:9N + 1; . . . ; N ; ~ (i) = 1 for i = 0:9N .

, where the only nonzero element
. The bundle size is fixed at
. We
is
obtain the transient output distribution curves for a number of
different stage numbers in Fig. 7. In Fig. 7(a)–(f), the solid
, while the dotted curve represents
curve represents
. Fig. 7(a)–(c) depicts the evolution of
and
when
, which is representative of
.
We observe that when the stage number is approximately ten,
and
are both uni-modal and their modes are
very different [see Fig. 7(a)]. When is increased to around
1000, both curves have turned from uni- to bi-modal, with
and
. Take
as an
two modes peaking around
example, the magnitude of its right mode decreases while
that of its left mode grows larger. The opposite is true for
[see Fig. 7(b)]. Thus, the difference between
and
keeps decreasing during this process. When is
and
further increased to around 10 000, both
are very close to the stationary distribution and the difference
between them is negligible [see Fig. 7(c)]. Fig. 7(d)–(e) shows a
and
when
,
similar evolution process of
. However, it is interesting to note
which is typical for
and
remain uni-modal
that, in this case, both
for arbitrary and the two distributions have converged to
within 200 stages.
The speed of convergence to the stationary distribution depends essentially on the choice of and the eigenvalues of the
transition matrix [see (11) and (12)]. By (13), we know that
converges to
in one step
the transient output distribution
and the smaller the difference between
and
when
is, the faster the convergence.
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The general transient analysis above gives us a concrete idea
of how the signals evolve as the number of stages gets larger.
Now let us analyze a special case so as to fully understand how
the symmetry of the stationary distribution mentioned at the end
of Section III-B.1 is achieved. We segment the stationary distriinto two portions and do normalization, from which
bution
and
given by
we obtain two vectors

Let
be the input to a multiplexing stage, we find that the
almost exactly matches
, except some
output
small “leakage probability” for those elements whose indices
. Similarly, when we input
, the
are smaller than
closely resembles
[15]. Generally speaking,
output
the two modes of the stationary distribution represent two
logic states, i.e., “0” and “1.” After a sufficiently large number
of stages, their interaction eventually brings the system to
equilibrium, when the output bundle assumes a value of “1”
or “0” with equal probability regardless of the initial input
as the input, we denote the measure
distribution . Using
, which is given by
of convergence by
if

is odd
if is even.

(15)

Recall from Section III-A that the output distribution
can
be represented as a linear combination of the eigenvectors.
approaches
exponentially as grows and the speed of convergence depends largely on , the second largest eigenvalue
of . When only odd stages are considered, we have
.
It is interesting to make a comparison between Figs. 5–7 and
[13, Fig. 7], where the output distributions of a para-restituted
is much
network are shown for stages 1 and 33. Since
larger than the threshold value
, we expect the convergence of their Markov chain to the uni-modal stationary distribution to be very rapid. This appears to be the case, as indicated by [13, Fig. 7].
IV. SYSTEM RELIABILITY
Equipped with a thorough understanding of the NAND multiplexing system through stationary and transient analysis of the
Markov chain formulation in previous sections, we are now able
to characterize and evaluate the reliability of a system. The characterizations of error and reliability are natural extensions of
the notion of probabilistic computation established previously
and are particularly important for the design of fault tolerant
nanoelectronic systems with a large number of defective com, the stationary
ponents. As discussed previously, when
distribution is uni-modal and the logic states “1” and “0” bewill be concome indistinguishable. Thus, only the case
sidered in the analysis that follows. We shall focus on the prac-

tical situation where the logic depth of small functional blocks in
microprocessors is constrained to approximately ten. This corresponds to subsystems with small number of stages, for which
is far from approaching the stationary
the output distribution
specified by a given techdistribution . For a fixed
(e.g.,
nology, by properly controlling the initial distribution
by using approximately error-free inputs) and the bundle size
, the output reliability can be greatly improved using our proposed rule to decide whether a “0” or a “1” is present in a bundle.
We shall show that this is true even when is on the order of
10 and the number of stages is a few hundred while the bundle
.
size is kept at a moderate value of
First, let us give our definition of error and reliability.
Computation by the NAND multiplexing units is essentially a
binary communication problem. Errors occur at each stage as
the signal propagates through the noisy channel—a cascade
of NAND gates. Given the gate error probability , bundle size
, the system is specified by the transition matrix . For each
input instance and a particular stage , we need to make a decision of the output logic value based on the number of excited
wires observed. Consider the output bundle at the th stage, let
and
be the respective conditional error probabilities
, the number of
when “0” or “1” is sent. The distribution of
excited wires at the th stage, is given by . Here, we employ
; if
a simplified decision rule: set a decision threshold
exceeds
then “1” is decided; otherwise “0” is decided.
For example, let us assume that the stage number is odd. The
output distribution
should emphasize a 0 mode for a logic
“1” input and a 1 mode otherwise. Thus, when “0” is sent, we
, i.e.,
decide the wrong output if
(16)
Similarly, when “1” is sent, the error probability is
(17)
Notice that, for the case we consider where the stage number is
has not converged to the stationary distribution, thus,
small,
. The question is how to choose an appropriate
and
can be kept small.
decision threshold so that both
It is clear from the discussions in Section II that it is natural to
, where
is given by (3). However, in so far
choose
as system reliability is concerned, so long as
and is somewhere in the middle of
and
and
,
given by (16) and (17), will be fairly insensitive to the actual
choice of . This is because the probability distributions are
sharply peaked around
and
(see Figs. 5–7).
As an example, we evaluate the performance of a NAND multiplexing system with input distribution whose only nonzero
, and evaluate the output error probelement is
ability
using (16) and (17). The output error probabilities
versus the number of multiplexing stages are shown in Fig. 8 for
and
,
gate error probabilities
. It can be observed
while the bundle size is fixed at
from Fig. 8 that for up to 100 stages,
is on the order of 10
when
or
. When
is on the order
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Fig. 8. Error probability of the output bundle versus the number of multi = [0; 0; . . . ; 1; . . . ; 0; 0] where the
plexing stages. Initial distribution is ~
only nonzero element is ~
 (0:9N ) = 1. Bundle size is N = 100. Output error
probability is defined by (16) and (17), where the decision threshold is chosen
to be x given by (3).
TABLE I
OUTPUT ERROR PROBABILITY FOR A SYSTEM WITH TEN MULTIPLEXING
STAGES. ASSUME THAT THE GATE ERROR PROBABILITY IS  = 0:01

uni-modal curve similar to the dotted curve in Fig. 7(a). As the
number of stages grows, the center of this mode moves toward
, while another mode develops around
. However, when
the number of stages is small, the probability “leaking” from the
mode on the left-hand side to the one on the right-hand side is
is close to zero when
,
almost negligible. Evidently,
. For the case they have
while it is close to one when
studied,
, which has led to high reliability for the initial few stages. However, the same reasoning
also suggests that, as far as only the initial few stages are concan be improved by using a larger than 0.1. This
cerned,
reasoning can also help us understand another experiment Han
. By analyzing
versus
and Jonker have carried out about
for a system with seven stages, they have observed that the
output reliability decreases as increases. When reaches 0.1,
the output reliability approaches zero and the multiplexing techgrows
nique fails. This result is not surprising noticing that
, it has exceeded
with , while is a fixed value. When
the error threshold and the mode of the output distribution no
longer peaks around . Instead, the output distribution remains
uni-modal for an arbitrary number of stages and the center of
drops sharply
the mode moves toward as grows. Thus,
when reaches 0.1.
V. APPLICATION

of 10 . In addition, we have also found that for
is on the order of 10 . These results show that when
,
reasonably small output error probabilities may be obtained. In
order to understand the influence of redundancy on the output
for several different bundle
error probability, we examine
. The
sizes while the gate error probability is fixed at
results are summarized in Table I. These results fit in exactly
with the intuition that the reliability of a multiplexed system
can be improved by increasing the bundle size or decreasing the
gate error probability. The decision thresholds for the three gate
and
error probabilities analyzed are
, respectively. As we have remarked, any threshcan be conveniently chosen to achieve
olds in the vicinity of
similarly small output error probabilities.
We are now at a good standing to understand what has been
observed by Han and Jonker [10]. Assuming that 90% of the inputs to the system are stimulated, they have evaluated the output
reliability for odd stages, which is defined as the probability that
% of the wires in a bundle is stimulated,
no more than
i.e.,
(18)
where is an odd number. They have evaluated
for a system
for approximately 20 stages from which they
with
suggest that the reliability improves as the number of multiplexing stages and the bundle size increase. This result can be
readily explained by the transient and stationary behavior of
the Markov chain. With the initial input distribution they have
specified, the output distribution for the initial few stages is a

The most direct implication of our analysis is that the multistage NAND multiplexing architecture can be used to design
fault tolerant nanoelectronic systems. One important observation is that all computation and interpretation of the results must
be carried out in a probabilistic sense. With the maturing of
nanoscale devices, we have many promising candidates for the
construction of the NAND gate and the multiplexing system, such
as single electron transistors, quantum cellular automata, and
carbon nanotube transistors [18]–[21]. Specific architectures for
nanochips are still in their infancy, but conceptually, it is most
likely that the nanocomputers will be comprised of massively
distributed simple processing elements that communicate via
local interconnect. Examples are the self-assembled crossbarlike systems described in [22]–[24]. These grid structures consist of intersecting nanowires that host programmable molecular
switches at each node. Such grids of programmable switches
allow for arbitrary connectivity between inputs and outputs of
the crossbar. Thus, field-programmable gate-array (FPGA)-like
structures have been proposed for digital implementation where
computation is carried out by the programmable logic blocks
built out of nanogrids [22], [23]. Within such programmable
logic blocks, various gates such as NAND, NOR, AND, OR, and
circuitry based on these can be implemented by properly configuring the switches. Grid structures comprised of such basic
blocks can provide universal logic functionality with all logic
and signal restoration operating at the molecular scale. In particular, grid structures are appropriate for the implementation of
a NAND multiplexing system.
In the array-based architectures mentioned above, consideration of defect tolerance has been mainly targeted toward permanent defects, which are inevitable due to the stochastic nature of
chemically assembled electronic nanotechnology (CAEN). The
solutions proposed thus far mainly incorporate a reconfiguration
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TABLE II
RELIABILITY ESTIMATES OF FUTURE NANOCHIPS. TYPE I: SYSTEMS WITHOUT SPECIAL RESTORATIVE UNITS. TYPE II: SYSTEMS
WITH RESTORATIVE UNITS. d : PROCESSOR DENSITY; P : BIT ERROR PROBABILITY OF THE PROCESSOR; R : CHIP RELIABILITY

scheme. The method in [23] is to first configure the nanogrids
for self-diagnosis and then reconfigure the system around the
defects and implement the desired functionality. In [22], DeHon
has proposed to use local wire sparing and array sparing so that
manufacturing defects can be routed around through testing and
reconfiguration. However, run-time/transient errors cannot be
eliminated this way. The multiplexing technique with which all
computations are carried out in terms of probabilities is appropriate for dealing with transient errors. We show by the below
examples that the NAND-multiplexing technique can lead to high
system reliability in spite of large gate error probability while
the cost of redundancy is kept moderate. Note that a system
based on von Neumann’s original construction requires each
faulty gate in a conventional circuit to be replaced by a “computation node,” which is comprised of three NAND multiplexing
units (see Figs. 1 and 2). Hence, such a system has a redundancy
. However, in a construction considered by
factor
Han and Jonker, the restorative mechanism is achieved by the
successive multiplexing units, thus special restorative units are
removed from the system. In this case, the redundancy factor
is reduced to . In the analysis that follows, we shall evaluate
the system reliabilities of both constructions.
First, let us analyze a system without special restorative units.
Revisiting the example considered in [10], we assume that device density of 10 /cm can be achieved for the nanochips built
upon the grid structure. For each processor, the assumed word
bits and, for each bit, 40 logic devices are used.
length is
for the multiplexing technique. In each
We shall use
devices. The
processor, there are then
logic depth for the processor is assumed to be ten, hence, there
are ten multiplexing stages, which both execute logic functions
and restore the output excitation level. With the assumption that
10% of the devices are used for processors while the rest are
for data storage and communication, the processor density of
%
the anticipated nanochips is
/cm . The probability that the processor with -bit
output works reliably is
(19)
denotes the 1-bit output error probability of the prowhere
cessor. In the most stringent scenario, where all processors are
is
required to work reliably, the reliability of the whole chip
given by
(20)
when
According to Table I,
and the number of multiplexing stages is ten. Thus,
. Note that with the same specifications for chip
device density, word length, circuit logic depth, and number of

devices per bit, Han and Jonker obtained a rather pessimistic
when
and
. When we
estimate of
increase to 300,
is further improved to 1-9.2 10 .
In a similar fashion, the chip reliability can be computed for
a system based on von Neumann’s original scheme (with two
NAND multiplexing units acting as a restorative unit for each step
of logic computation). With the same assumptions for device
density, word length of processors and the number of devices
devices
per bit, there are now
in each processor, and the number of NAND multiplexing stages
is increased to 3 10 for a logic depth of ten. With the same
assumption that 10% of the devices are allocated for processors,
%
the processor density is decreased to
/cm , due to the increase of redundancy inside
each processor. With bundle sizes
and
, the
chip reliabilities according to (19) and (20) are
and
, respectively. The parameter
specifications and the reliabilities are summarized in Table II for
the two systems analyzed above.
From the discussions above, it is clear that nanoelectronic
systems based on NAND multiplexing may achieve reliabilities
high enough for practical implementation. If self-diagnosis and
reconfiguration can be performed before customizing such multiplexed systems, permanent errors may be eliminated at the initial phase and high overall fault tolerance may be achieved.
VI. CONCLUSION AND DISCUSSION
In this paper, we have studied two fundamental questions that
lie at the heart of the design task for fault tolerant nanocomputer
architectures based on NAND multiplexing, which are: 1) How
does the behavior of a fault tolerant system depend on the error
probability of potentially faulty individual components? and
2) What are the general mathematical frameworks to describe
such computation schemes? We have obtained interesting
insights into these two questions by studying the system architecture originally proposed by von Neumann and recently
extended to a low degree of redundancy by Han and Jonker.
The system uses multiple stages of NAND multiplexing units,
which can be modeled as a Markov chain. Our analysis reveals
that the system outputs always converge to one stationary
when the number of stages
is sufficiently
distribution
large. When the gate error is smaller than a threshold value
is bi-modal with its two modes repreis
senting logic “0” and “1,” respectively. When exceeds
uni-modal and the two logic states are indistinguishable. From
bifurcation analysis for individual NAND gates, we find that
, the gates no longer perform the NAND function,
when
thus, no reliable computation can proceed at the system level.
Through analysis of the transient behavior of the system, we

204

have observed that the speed at which the output distribution
converges to the stationary distribution is essentially determined by the magnitudes of the eigenvalues of the transition
(for a bundle or bit)
matrix. The output error probability
can be characterized as the probability that “less/more than a
wires in the output bundle is excited,” depending
portion of
on the initial input and the parity of . For microprocessors
with a logic depth constrained to a few hundreds, we can
on the order of 10 for
and
.
achieve
With the assumption that future nanochips will be comprised of
massively parallel simple processing elements, we have studied
the reliability of future nanochips based on two different NAND
multiplexing constructions. Study of both cases shows that
with a device failure rate on the order of 10 , nanoelectronic
systems using the NAND multiplexing technique might still
achieve reliabilities high enough for practical implementation
while the redundancy factor is kept moderate.
As a general scheme, the multiplexing technique can be designed not only for the two-input NAND gate, but also for other
gates such as the three-input majority gate. To analyze such multiplexing schemes, first one has to characterize the relation between the input and output bundles of one multiplexing stage.
This was originally accomplished by combinatorial analysis.
The combinatorial formulas for the two-input NAND gate were
proposed by von Neumann [5]. These formulas provide precise
results for deterministic input excitation levels and are computationally affordable for systems of small size. However, different
approaches are needed for very large systems with stochastic
input excitation levels. While extensions of combinatorial analysis can be considered [13], [25], particularly promising are stochastic modeling approaches where the excitation levels of all
signal-carrying bundles are characterized by probability distributions and the multistage system is modeled as a Markov chain
[10]–[13]. For those models to be useful, the conditions for good
approximation must be carefully examined and the correctness
of approximations under these conditions must be evaluated. For
this purpose, Monte Carlo simulations have recently been carried out by Sadek et al., where good agreement has been found
between the results computed with the Markov chain model and
those obtained by Monte Carlo simulations [13]. With the stochastic approximations well justified, the Markov-chain model
can be very handy for the analysis of large systems. As shown
in this study, Markov-chain analysis is computationally efficient
since it is easy to compute the stationary and transient distributions, which are the keys to understanding system dynamics
and characterizing system reliability. Though our analysis is
based on the basic multistage multiplexing system, the results
are generic and can help analyze and understand more general
schemes, such as the one in [13].
Among many open issues in developing better multiplexing
schemes, one possible direction is to explore other gates that
have better properties than the two-input NAND gate, e.g., in
terms of fault-tolerant capacity or ease of implementation. The
three-input majority gate is appealing in this sense. It has a larger
gate error threshold of (1/6) [7], [8] and can be conveniently
implemented with threshold logic gate (TLG) circuits [25]. It
has been shown that TLG circuits are more powerful/efficient
than classical Boolean circuits [26] and may be built from novel
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nanoscale devices. System-level study of multiplexing schemes
based on such versatile gates other than the two-input NAND gate
has yet to be explored, where the same technique developed in
this study may be applied.
Though multiplexing techniques have been shown to be efficient in controlling transient errors, no conclusion has been
drawn for permanent errors. In order to build nanocomputers
that are immune to both transient and permanent faults, a hybrid design approach may be needed. One possible solution is
to implement NAND multiplexing for processing elements at the
finest level and adopt a hierarchical reconfiguration scheme for
modules at higher levels [12], [13]. It has been shown by Han
and Jonker that by combining reconfiguration and the NAND
multiplexing scheme, a device error rate of 10 can be tolerated while the degree of redundancy can be made significantly
lower than that with NAND multiplexing alone. The reliability of
such hybrid systems may be further improved based on smaller
bit error probabilities obtained through our analysis approach.
Formal comparisons of various fault tolerant techniques and
their hybrid versions need to be carried out, e.g., in terms of
maximum tolerable device error rate and degree of redundancy,
as shown in [2]–[4]. In order to verify the models and automatically evaluate the efficiency of various novel fault tolerant solutions for nanoelectronics, computer-aided design (CAD) tools
such as probabilistic model checking have been developed [17],
[27]. It would be helpful to integrate new modeling approaches
and theoretical results such as those developed in our study into
existing CAD tools for the evaluation and comparison of the
performance of various fault tolerant schemes.
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